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Zoom Healthcare Accounts for Research
As with any other electronic system, the use of video conferencing tools must comply with privacy & security requirements. From time to time, Unity Health reviews video conferencing tools for compliance with privacy & security requirements. While many tools advertise that they have some form of privacy or security protection (e.g. storage of the main database in Canada), they may not meet all other privacy & security requirements (e.g. storing backups or login credentials in Canada, agreeing to notify us if there is a breach). 
For example, the following tools have been reviewed and have NOT been approved for the transmission or communication of identifiable information:  FaceTime / Skype / WhatsApp / Google Meet

Zoom Healthcare Accounts are permitted for the transmission or discussion of patient’s personal health information (PHI) or identifiable participant information.  A @unityhealth.to zoom account should be used for all business/research purposes. Zoom has two types of healthcare accounts Basic (Free) and Pro (paid).  All of your research functions can be conducted with either the Basic (free) healthcare or Pro (paid) healthcare account: 

	Account type
	Account features
	Request process

	Basic (Free) Healthcare Account 


	· 40 minute meetings with more than 3 people AND unlimited 1-1 meetings

· Zoom recordings are saved locally as opposed to the cloud (please see below instructions to ensure your recordings are saved on the network or an encrypted USB)
	· All @unityhealth.to users are eligible for a free/basic version of Zoom by going to zoom and signing up with their @unityhealth.to email address

· This account will automatically be tied to the parent healthcare account for any requests after June 22, 2020


	Pro (paid)  Healthcare Account


	· Meetings with more than 3 people with max of 200 participants

· Zoom recordings are saved locally as opposed to the cloud (please see below instructions to ensure your recordings are saved on the network or an encrypted USB)
	· Each appointed researcher is eligible for access to one free Zoom Pro Healthcare account for research purposes. The license can be under the appointed researcher’s @unityhealth.to email or one of their employees (not volunteers or visitors) @unityhealth.to email.

· Additional licences can be purchased for $235 per license per year. 

· In order to obtain a Zoom Healthcare account the appointed researcher will need to put a request in with ZoomResearch@unityhealth.to for approval 

· You will receive a confirmation upon approval


Here are some examples of conversations that you may have using a Zoom Healthcare Basic or Pro Account:

	Content to be discussed during the video call 
	Examples of Activities / Conversations 

	No Confidential Information or PHI


	· Teaching without PHI

· Research ethics

· Study operations

	Confidential Corporate or Research Information 
	· IP

· Contact negotiations 

· Training on sensitive research procedures

· Human Resource-related conversations 

	Identifiable information of patients or research participants 
	· Identity verification (one on one conversation)

· Eligibility assessment questions or document submission

· Obtaining Consent



	Data collection 
	· Data collection (interviews or document submission) with patients, about health  or healthcare, or with vulnerable members of the public (e.g. people engaged in illegal activity)*

	Please note, that individuals can be identified through any direct identifier (e.g. name, OHIP or other insurance number, Medical Record Number (MRN), any other unique number used in the community, street address, phone number, email address) or through a combination of identifiers (e.g. full date of birth and gender and full postal code) or any other piece of information that could reasonably identify the individual (e.g. job title).


Ensure Recordings are saved on the Network or on an Encrypted USB:
· The key difference between a regular Pro Account and a Healthcare Pro Account is that the recordings are saved to the local device and not in the cloud. 
·  It is extremely important that the recordings are saved to an encrypted UHT device or to an encrypted USB key (if using a personal device). To purchase an encrypted USB key please purchase from SHOP IT: https://shopit.smh.smhroot.net/
· Can a Zoom audio or audio/visual file be saved to the network if I am logged on via: 

· Angel 1 – no 

· Angel 2 – no 

· FortiClient – yes 

· Remote Desktop – yes  

· For more information on the above ways to access the network see http://stmichaelshospitalresearch.ca/wp-content/uploads/2020/06/Accessing-the-Network-from-Home-VPN-and-Remote-Desktop-Portal-v.-June-23-2020.pdf 
When an Employee Leaves:
· Zoom accounts are tied to an individuals @unityhealth.to email.

· When an employee leaves the organization the Zoom account is deactivated

· If you have a Zoom Pro Healthcare Account tied to an employee who has left please contact ZoomResearch@unityhealth.to to have the Pro Account reassigned to a new staff member or to cancel the license.  

UHT Zoom Tip Sheet: https://covid.unityhealth.to/wp-content/uploads/2020/06/How-to-run-an-effective-Zoom-meeting.pdf 
